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Abstract

Cloud concept is popular on data store
and data process for the development of
industry and business. But it also has a
number of issues and challenges. One of the
most talked about topics is data security. If
the data of database for uploading to cloud
has the necessity of statistic, mining, or
analysis application, the data must be stored
in clear form rather than encrypting form.
This paper proposes a protection method for
the data to be calculated, mined, or analyzed
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in the cloud. The raw data is confused with
several disordered steps before uploading to
the clouds. The real data meaning cannot be
obtained from the confused data unless
using a series of reverse engineering
processes. Therefore, we need not worry
about the stolen data to disclosure privacy or
secret. Besides, the confused data will not
affect the original functions for calculating,
mining, or analyzing in the cloud.

Keywords: Cloud computing, Data confuse,
Privacy protection, Database
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Bl BAFREFERE) T~ RA
[2] :

(1) 2 +4] w & & P (Collection Limitation
Principle)

(2) ¥ ¥ & F /& % &k p| (Data Quality
Principle)

(3) P e £z o B (Purpose Specification
Principle)

(4)41* *4] & Rl (Use Limitation Principle)
(5) = > % & & B (Security Safeguards
Principle)

(6) =~ # i B (Openness Principle)

(7)1 ~ %2 & B (Individual Participation

Principle)
(8) # = & i+ P & & R (Accountability
Principle)

I = A& it ¢ 3% (The Asia-Pacific

Economic Cooperation, APEC) » »+2004 &
7 T (APECE + %

-2E % A8 ) (APEC Privacy
Framework) - APEC 14, ~ *& # 4§ i%-3£ f R



4o [2] ¢

(1) & 48 £ & R (Preventing Harm)

(2)2 =& B (Notice)

(3)*2#1] w & /& R (Collection Limitation)
(4)F1* B % F 4 R Bl (Uses of Personal
Information)

(5)% £ * E# R RI(Choice)

(6) 1 ~ F 4= & & B(Integrity of Personal
Information)

(7)% 2 x3& & B (Security Safeguards)
8)% £ % £ % { & & A (Access and
Correction)

(9)# = & R (Accountability)
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Algorithm DataRotation (DataRel, AttArr)

/[Input parameters:

DataRel(a;, ay, as,..., an): data relation;

AttArr(cy, Co, ..., cp): rotation attribute array;

Output parameters:

NewDataRel(ay, az, as,...,

relation;

NewAttArr(c’s, ¢’2, €3, ...,

rotation attribute array;

CntArr(ry, 1o, 13, ..., Iy): rotate count array;//

NewAttArr < random reorder of AttArr;

2. CntArr € n random numbers generation;

3. NewDataRel < DataRel;

4. for (i=1; i=n; i++)

5. rotate CntArr[i] times the values of
attribute NewAttArr[i] in NewDataRel;

am): new data

¢’n): reordered

=

6. end for;
7. return (NewDataRel, NewAttArr, CntArr);
8. end DataRotation.
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