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Abstract

Microaggregation is a  statistical
disclosure control (SDC) technique that has
been widely used to protect publicly released
microdata from individual identification. It
works by dividing the privacy-related
microdata set into groups of size no less than
k, and prior to releasing the dataset, each
record is replaced by the centroid of the
group to which this record belongs. However,
to ensure the quality of the anonymized
dataset, an effective microaggregation
method must try to minimize the information
loss caused the anonymization process. This
work proposes two density-based methods

for microaggregation, and studies the
performances of both methods via
experiments.
Keywords: Microaggregation, statistical
disclosure control, microdata protection
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Algorithm 1:Low-Density First Algorithm

Input: Dataset X , Integer k, Integer n.
Result: k-partition.
1. RR =n;//Remaining Records in X

2. 1=0;

3. while RR>k do

4. X =InitialPointWithLowestDensity( X , K );
5. G;=Group(X, ,Around(x.,k —1));

6. X =X -x_ -Around(X,,k —1);

7. i=i+1;

8. RR=RR-k;

9. end

10. G,...G; = AssignRest(X, G,...G, ;);

11. return G,..G,;
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Algorithm 2:High-Density First Algorithm

Input: Dataset X , Integer k, Integer n.
Result: k-partition.
1. RR =n;//Remaining Records in X
i=0;
while RR>k do
X, =InitialPointWithLargestDensity( X , K);
G, =Group( X, ,Around(x, ,k —1));
X =X -x_ -Around(X_,k —1);
i=i+1;
RR=RR-k ;
end
10. G,...G; = AssignRest(X, G,...G, ;);
11. return G,..G,,;
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H i 1 IL*100% | k=3 | k=4 | k=5 |k=10
EIA HDF | 1.09 | 0.84 | 19 4.27
LDF | 0.76 | 1.10 | 2.17 | 4.17
Census HDF | 6.14 | 9.13 | 10.84 | 15.79
LDF | 6.46 | 8.49 | 10.12 | 15.93
Tarragona HDF | 20.7 | 23.83| 26 |35.39
LDF | 17.15]19.44 | 23.25 | 33.49
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