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Abstract

The achievements of data confidentiality
and privacy are closely dependent on the success
of key management scheme in wireless
communications. In this paper, we propose a
distributed EBS-based key management scheme,
named D-EBS, for clustering wireless sensor
networks. As distinct from traditional centralized
key management approach, D-EBS spreads the
management workloads, such as key distribution,
renew, and revocation, over clusters. By the
cooperation and locality between neighboring
clusters, D-EBS provides an efficient and
effective key management paradigm, and thus
ensures the security of network communications.
Detail analysis illustrates that our proposed
D-EBS can : 1. independently run with the
exclusion of key distribution center (KDC). 2.
achieve a good performance for key renew and
revocation processes. 3. be with a better
scalability. 4. be well adaptive to a variety of

cluster-based frameworks.
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