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Abstract

This paper presents a two pass multiple
pattern matching method with Ternary
Content Addressable Memory to improve the
deficiency of software-based algorithm. At
the first pass, we use TCAM to fast filter the
input pattern of incoming packet, and then
using Static Random Access Memory to store
and fetch the intact pattern to perform
re-compare at the second pass after the first.
Based on the two pass processes, we can
handle pattern matching problem fast and
correct. Moreover, we add a specific queue

between the two pass processes to ensure it
can be performed in parallel to reach the best
performance. By experimental results, we get
that the matching probability of performing
SRAM lookup is less than 0.523%. Therefore,
the processing speeds of pattern matching
mainly depend on the rate of TCAM lookup.
In order to accelerate the processing speeds
of pattern matching, we store patterns in
TCAM more times to make TCAM be able
to carry out multiple positions at one lookup.
If we use 266MHz TCAM to deal with 2,082
Snort pattern, and each pattern is stored four
times in TCAM, then the method can achieve
8Gbps with total 48,677 Bytes TCAM
memory spaces.

Keywords: TCAM, Pattern  Matching,
Intrusion Detection
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