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Abstract

Vehicular Ad-Hoc Network (VANET) would
become more and more popular, and it is imperative
to design an efficient and secure VANET. This paper
proposes a security framework for VANET. One of
the framework is a highly efficient Three-party
encrypted key exchange (3PEKE) protocol to build
the secure channels between vehiculars and road side
access points. For drivers’s safety, we propose a
fingerprint-based 3PEKE protocol to build secure
channels between drivers and application servers, and
a safety Hand-off protocol .
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