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Abstract

In the current network environment, it is
common to certify the identities by codes;
however, many attacks are inevitable. In 2012,
Xie  proposed the one-time two-factor
certification scheme. Although the scheme
supplements the past plans and can resist many
attacks, this plan is still insecure as it cannot
resist impersonation attack and repeated
registrations. The main reason of the leak is that
information is transmitted via public network. In
this paper, we proposed an improvement scheme
and avoided the appearance of secret information
of wusers or servers in transmission, thus
enhancing the confidentiality of users’ log-in and
encrypting the secret information by Symmetric
Encryption to avoid eavesdropping attack.
Keywords: two-factor, impersonation attack,
Symmetric Encryption, eavesdropping attack.
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