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Abstract
A wireless sensor network (WSN) consists
of many power limited sensor nodes and a
gateway node. The WSN systems are widely
used on security control, process control, health

care, and environment monitoring, etc. However,

due to the communications of the WSN are via
wireless open channel, it is vulnerable to lots of
attacks such as guessing attack, stolen-verifier
attack, etc. Thus it needs to adopt security
mechanisms to prevent unauthorized users from
accessing resources. In 2011, Tan showed that
Khan et al.'s scheme suffers from the password
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guessing attack and the stolen-verifier attack.
Tan proposed an improved scheme to fix the
flaws. In this article, we will show that Tan's
scheme cannot resist the smart-card-loss-attack.
When a user loses his/her smart card, an
adversary can use this smart card to guess the
password successfully and impersonate as the
user to attack the system. We propose an
improved scheme to enhance the security.

Keywords: Wireless sensor network, Smart card,
Authentication.
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