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Abstract

Because of the rushing progress and
development of internet, the communication
between people becomes easier and faster ever.
For the security purpose, ldentity-Based
Authenticated Key Agreement Protocols are
discussed by scholars and used in many areas and
phases, hoping that there will be ways to achieve
a safe and friendly internet environment.
However, none of the theory so far is perfect. The
security key and its cost are interfered.
Kyung-Ah Shim in 2012 reviewed the two
theories of HOLBL-WELZER and found the
weaknesses of them, however, failed to do any
improvement. In this case, we are going to do the
analysis of the weakness and looking for the
solution.
Keywords: identity authentication, mutual
authentication, authentication generator.

1. =

o

GRS RAGA AR K LAY B

wFY

PHEAES TR

s
$10027626@cyut.edu.tw

xﬁ’*,lgf EIEL PR mléw’l94$3L“X
B 2Mo 057 ¢ R AAEFFERT
’%Wﬁ%?"%ﬁt;w x/ g%ﬁf LSRR | S S g
g% *WWWM%zﬂm%m~ﬁ,e{;&
=Rl —a—rﬁxﬁi/z%@‘:}%*? g T s

o

‘};ﬁ oo

% 2009 # > Yangetal.[4]# 417 - B =
RE R RRT F AL Bl A E
- 113 & Fﬁi‘ﬁgi o LEATR I RESF R A
4 o ™ 2012 £ > Holbl et al.[3] - Islam and
Biswas[S]#ft N EERFO FREFEL N €
AL - BRI LEFONR D E R
B> kP s 2 prl S RDEY A
RO RS AT R ERA T .

% 2009 & > d HOlbl and Welzer[2]# ! 7
AR E DR BT R T 0 Bk
P oA 0 KA S 3 2 i g >
Moo Bend fpa- A o BRE 5F 1 X
i R EATAL 2FFRAAELT o
Flet A A 00 rie 2 koo B 2012 &
Shim[1]4 & ¥ HOIbl and Welzer[2] * % sk

& ip“"“":‘%gﬁ,\i ‘j‘fm’\IJ:§t IF;»F]
If.%t’ ¢ A sy u—«kp:?—"“ﬁ ‘F’S‘IPLIF;»
Lengid o 2 ¥ 5’5719“11/} 2 B F AL

:fsﬁkg o @ B u—kn.ﬁfinp,ﬁ 17—
HY - 3EFE IL vl SN F - 2w i
S s E M ATk giﬂiuﬁfq\'ﬁ o R @
Shim[1]5 ¢ 2 § # e = Fo o e d

o R *\ (RE. =AY ] Shlm[l]'rfv”‘ = SRR 23
H- B R G REAT REDS N

L S TRV

2. % £E Kyung-Ah Shim 3 $
Kyung-Ah Shim == % ¢ & 5 = BFFES

v jg HOLBL-WELZER =+ % 1 -~ w g

HOLBL-WELZER = % 2~ % >} 447 -

¥ AE HOIbl-Welzer’s * % 1



KGC

Computes|; =h(ID;)

Select randomk; € Z,

The user's public key is computed as
u; = g"“ (mod p)

The privatekey as

v, = Lk, + x,u,(mod p—-1)

Bl- ~ B2 =~ HE

A

Selects a random number r, € Z

Computest, = g™

v
09)

LW Tas IDA}

B

Selects a random number ry € Z

Computest, =g"

>
A

{uB7tB’ IDB}

=~ 1 p BRI A

A

Computes |, =h(1D;)

Xp=Ug -yee =gele. g™ =g"
And the key
KAB — (XA .tB)VA+rA — g(rB+VB)(rA+VA)

The shared secret key

> B
K=K,;=Kg, = g(rA+VA)(fa+Va)

B
Computesl, =h(ID,)
Xg =U - yer =g
And the key
K = (XB .tA)VBH’B _ g(rA+VA)(I’B+vB)

The shared secret key
A <

K=K, =Kg, = g(rA+VA)(rB+VB)

TR X XY

|Di e ié’f"—é/ T}7\
p ~ Bk
g - BRIg e Z;
Xs - BRE B € Z;
Ys ys = g*(mod p)
h() % renH e ik Sl

21 B3 SPEE:

d KGC (& 4 2 & ¢ w ) ¥
h(ID) » £ E# - B'E ik eZ, > &K1k
4R ¥ @ 24U, =g (Mmod p) &
% &4V, =1Lk +xu(mod p-1) - itz
Fg]_ "LFT_I' o

22 HeIRH EIEE

e A EREEBER,EZ, 0 P E
th=0" > & B @E%F 2 F B E AL
{u,,t,,ID}&* % Bo

* 2 Byed * 2 AL {u,,t,, 1D}
¥ 2 BA EREBEGEZ P Et=0"
T EE 2 B L {ug,ty, ID} 2
A AR ACB - AT o

23 x4 bEMFEE

o4 A AR B e s bl

I, =h(ID)



| u kgl XsU V,
Xp=Ug "y’ =0°°-0°°=0"
Vat+la _ ~ (I3+V)(Fa+Va)
22 fiﬁKAB (XA'tB)A h=greEaa
2B AR I AR Lo d
I, =h(ID,)

Xg :u,IAA'ygA =d
éifi%KBA (X
N Pamfﬁ:?hﬁ 4

— g (ra+va)(rg+Vg)

Vg+lg _ ~ (TatVa)(rz+Vg)
A)BB gAABB

% kg HOIbl-Welzer’s * % 2

[Z)
+r

KGC

Computes |, =h(ID;)

Select randomk; € Z,

The user’s public key is computed as
U = gki

The privatekey as

v, =k, + X,h(1D,,u;) (mopl-1)

N ER R

A

SelecasandomumbeyeZ,

Computgsg™

v
w

{uA7tA’ IDA}

B

SelecasandomumbeyeZ;

Computesg®

s, 15, IDg}

BlI ~ B4R HRIFE
A
Computes |, =h(1D;)
W, =T, +V,
X —_ uB yh(IDB UB) g B gxsh(IDBqu) — gVB
And the key
Kae = (X, 'tB)WA =(g™-g")" =g
The shared secret kev
> B
K= KAB — KBA — gWAWB — g(rA+VA)(rB+VB)
B
Computes|, =h(ID,)
Wg =15 +V;
_ uA yh(IDA Ua) g Ka gXSh(IDAvuA) — gVA
And the key

KBA = (XB 'tA)WB = (gVA 'grA)WB =g

A The shared secret kev

K=K =Kga= g™
Bl ~ 225 % 840K

— g (ra+va)(rg+vg)

% Rk
ID; * 2 jend iy
p - i~ Bk
g - BRiIgeZ,
Xs - B X e Z;
Ys ys =g*
h() Z >ehlE e 32 Sl

2.4 B2 FFEE

i KGC (4 4 2 = ¢ )3
I =h(ID) > xF 4 - @%%&kea’ﬂw
)?’r_it"%q’—ﬁ%ﬁé\l"’“$éﬁu=g'»’%f\%§ﬁ

v, =k + Xx,h(ID;,u;)(mod p—-1) » ixfzde @l =
AT o
2.5 BIFIH BRI B

A ERERENREL, R



t,=g™ > ¥ % E X > F B E AL
Uaty IDI%? # B

* 2 B F q*“A%i{UA' A’lDA}"”
o2 B EHERBE EZ Ftg=9° >
jé@xiﬁﬁﬁﬁmﬂwwsJ%}””“
A L ARACRI T AT o

2R IR

4 E »: 21l F
L I3 L N

A r B

s =N(IDg)
W, =T, +V,
h(IDg,ug) __ xsh(IDg,ug) _ A~V
X _uB y B'“B g B g S B:YB _g B
A2 &4
WaWg

Kas = (X t5)™ =(g™ -9")" =g

o B AR I A g il
I, =h(ID,)
Wy =TI + Vg

_ h(IDaua) _ Ak Xsh(IDpup) _ AV
XB_UA'yS AA_gA,gs AA_gA
A2 &4

w, ww
KA=(XB~t)B=( Sgn)t =g
SHEFL O & meﬁr
+VA)(rB+VB)

K=Kp =Kga = g™ = (
AR AC R~ AT o

% 24
31 * 2-@RP|end FAaF

FAEE EHF AfrB L Bl 3
4 ABiE{u,, t,, ID,} % B apEiz > s

iEﬁé“magémeAJD}*B (]
d mt _ga—UA’ O(KII'?JZ E&i%lﬁﬁm
- BH#ce BB A mg.‘@sz%ﬁf wE

4 {ug, tg, IDg} £ #32{ug, tg, 'DB}"% A
ety =g7 a pRAK K EpER
m—@&vd%ﬁ¥%@ﬁ%ﬁm?ﬂ’A%
B it Afe B3t B 0 ket i A v

A :(gﬂ)VA+rA ‘ff' KBA — (ga)VB”B » F]pb I’I§
AF‘]: E. & ,rsz X Hls'ﬁ ¥ 4% Kag fr Kga »
s\IA'ft'Bi P L >RF e

32 % %- WL FPRp AF

fpi;qﬁg;w ER&my A ¥ B
5o ‘L*%Izﬂ?ﬁ"“ EE#- Bt

eZp 't = rp+Va ’«f{--ﬁ‘II‘?J‘ E 'F/\ @33,:%
E.»{UA,tA:grA,lDA}g{; B &% B tX¥

ea = (Xg -1,)""" =(g™-g")"*"™ =g
#E-*i{§j‘ EsszﬁB lit;j@'j\mﬂ‘,“
{uB,tB,IDB} P 3 5 ek

Kas :(XA'tB) =(9™-g
BSTEXE SRy A B -

rB) :g(rA+vA)(rB+VB) y

33—y

fa;t;ié}iEtJﬁfa“ » T8 BigiTid
%oﬂw*imﬁﬁEmﬁ—ﬂwme

e.-u—,\_]_ _gT VATIF* 1@1; TLB

aP-ﬁA
P B R

=g ", ID,} % B>
_ (gvA . T—VA)VBHB _ gT(rB+vB)

rrnE;.E i

{UA,tA
_(X tA)VB+rB

#q——é,‘l:(% A E nb_ﬁﬁ B @‘;@j\m%,ﬂu
wamm} S
K :(XA'tB) :(gVB 'grB)T Tlet) — Kea
&?éﬁx’z?ﬁ E~»iEh A B -

& d Kyung-Ah Shim %‘i‘ifﬁg”*‘
S R aE T A SE mr‘i;;,,
AR T F o

G RPLIRGEFRREAT A2
[ ¥ - 3Ry > @ruscE oo 5o /o ks
LR AT PRI R SR I
LR oRTIL L o G AR I AR o

-
&3k

=

J4 fé\m

4. _;., 2= i

& j\_gr &0 o A it Kyung-Ah Shim #7
B & ARG grTiE > ¢ ERHE
T AR TP EE 2 AP
S HhoT S

KGC

Computes |, =h(ID;)

Select randomk; € Z,

The user’s public key is computed as
U, = gki

The privatekey as

v, =k, +xh(1D,,u,)(mod p —1)

DRy B

(ra+va)(rg+vg)



A

Selects a random number r, e Z
Computest, =g"™ mod p
Sy=r,+v,h(u,,t,,ID,)mod p -1
> B

{uA’tA'sA’IDA}

B

Selects a random number r, e Z,
Computest, =g" mod p

Sg =TIz +Vgh(ug,tg,IDg)mod p -1
A <

{Us. 15,5, D}

B~ >~ RAGEF AR A

A
Computes

Y = ng = UB(yS)
9% 215 (yg)"“**"> mod p
And the key
Kae=(0)"=g
The shared secret kev

h(IDg,ug) mOd p

= mod p

> B

K=K, =Kga =9™"® mod p

B
Computes

Ya=0" =U,(ys)"""*"~ mod p
g2t (ya) " ""* mod p
And the key

KBA = (tA)rB = grArB mod p

A The shared secret key

K=Kgy =K,z =9™® mod p

Wi 2275 2IEE
Rl P S

ID, ST

p — B

9 - 1R 139 eZ;

Xs - BAEBEXseZ,
Ys ys =g°

h() % 38 o 30k Sl

41 R FHRE

i KGC (& 4 2 + ¢ w )3+ ¥
h(ID,) » 3 # - B “F 8k, eZ; » BR 1S
ggﬂéwﬁmQW$ﬁu:'ﬁf@¢%
v, =k + X,h(ID;,u.)(mod p—1) > ;& fz4c B~
AT o

42 BAGHT IR

P OA ERERENeZ 0 7Y
t,=g” modp
S, =, +V,h(u,,t,, ID,)mod p—1 > & @& ix
A {u,,t,,S,, IDJ = Bo

2 Bt 2 AL {ug,tg, S, 1D}
oor e B4 EREWE,EZ,, 0 E
t; =g modp
Sg = Iy +Vgh(Ug,ts, ID;)modp—1 » & @& ix
A {ug,tg, S, ID} & = Ae GiAzdeR] N 41
£ o

43 #2 £ IR

* o A e 3] B A L {ug, tg, S, IDg}
'$ 5 ¥e =0 =Ug (y5)" ™" mod p 5 %
%ﬁg%yahW%%%”mdp’%aéiﬁ
% Kag :(tB)rA =g"*modp -
* 2 B Adgnt L {u,,t,, s, 1D}
B i ya=0 “=UAy)W”andpﬁ%
# 9P 2t (y)" PV modp > A2 £
4 Kga :(tA)rB =g"*modp -
FHEEL 0 KR d 2
K=K,z =Kga=09""mod p > iisz4cBl 4 #7
7 o



5 2

ARE Y AN i s BRI
4= HOLBL-WELZER ?;ﬁ S h- 41 1B
BES B R 2 S k1 2 B
FHatE R AT A HE 2 0 T
ko ko pi@sEa i{u,,t,, 1D}
FASEBADEF > BE{ug,ty, 1D} A
W B g F o & 233 ELF] @ BRI o F]pt A
1 kde T - BEFOAFERD 0 L L
hHZ MM FHFEY S Ao P BaE R o

\.y,\' \V‘b

5L
6.1

-%;\;'

N~

bAK 2 F ¢ 0 AP w g Kyung-Ah Shim
AT ko 2 kY o R
HOLBL-WELZER %  chd j ~ § s gh > &
S g e E R g e ditigant ko T
gt AP 5 5 Kyung-Ah Shim 0= % > 1 ¢
AR R % 2.

*Bf
FHREAPFPFF =R EERUER

PELEPLFIANALT FHR

B 2t F %E P NSC 101-2221-E-324-047 -

340

[1] Kyung-Ah Shim, “Cryptanalysis of Two
Identity-Based Authenticated Key Agreement
Protocols,” IEEE Communications Letters,

\ol.16, Issue4, pp.554-556, 2012.

[2] HOSIbl and Welzer, “Two improved two-party
identity-based authenticated key agreement
protocols,” Computer Standards & Interfaces,
Svol. 31, no. 6, pp. 1056-1060, 2009.

[3] Marko Holbl, Tatjana Welzer, Bostjan Brumen,
“An improved two-party identity-based
authenticated key agreement protocol using
pairings,” Journal of Computer and System
Sciences, Vol. 78, Issue 1,pp. 142-150, 2012.

[4]Jen-Ho Yang and Chin-Chen Chang, “An
efficient three-party  authenticated key
exchange protocol using elliptic curve
cryptography for mobile-commerce
environments,” Journal of Systems and
Software, Vol. 82, Issue 9, pp. 1497-1502,
2009.

[5]SK Hafizul Islam and GP. Biswas, “An
improved pairing-free identity-based
authenticated key agreement protocol based

on ECC,” Procedia Engineering, \ol.30,
pp.499-507, 2012



