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Abstract

In e-commerce, users often register at
different service servers and receive the services;
thus, secure authentication of multi-server
environment is an important issue.

In 2012, Liao et al. pointed that the scheme
proposed by Tzeng et al. would encounter insider
attack and offline password guessing attack,
while also lacked mutual authentication.
Therefore, they proposed a multi-server
authentication scheme. In that scheme, after
joining in multi-server environment, service
servers will obtain public keys of issued by
registration center.

Generally  speaking, before  joining
multi-server environment, service servers usually
have public keys issued by other environments.
In order to lower the cost for service servers to
save public keys, this study proposed a
multi-server authentication scheme based on
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proxy signature, conducted security analysis on
the scheme, and offered conclusions.

Keywords: electronic commerce, proxy signature,
mutual authentication
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