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Abstract

In recent years, with the rapid growth of the
Internet applications and services, Phishing
attacks seriously threaten the web security.
Generally, anti-phishing methods either use
blacklists or recognize the phishing pattern with
statistical learning. Due to the versatile and
dynamic nature of phishing patterns, the
development and maintenance of the anti-
phishing prevention system is difficult and their
cost is expensive. Hence, how to acquire and
update the phishing knowledge in the anti-
phishing detection system become an important
issue. In this study, we use the frame-based
approach to build up an anti-phishing attack
model where the frame is used to model the
phishing attack scenario and knowledge with the
proposed phishing ontology. Finally, the
prototype of the frame-based anti-phishing model
has been successfully built to show the feasibility
in the detection of the phishing attack behavior.
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1. INTRODUCTION

Internet Phishing attack has become the fastest
growing scam on the Internet. Phishers usually
cheat Internet users of their credit card number,
password or personal sensitive information by
utilizing various Internet mediums such as email,
spoofed websites or advertisements [1].

According to the 2012 annual report of Anti-
Phishing Alliance of China (APAC) [2], APAC
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handled 24,535 phishing websites in 2012. The
distribution of phishing websites remain mainly
in payment/transaction, finance/securities and
media/communication websites or pages that
involve online login and payment.

Along with an increase in the number of
potential targets, three major factors [3] including
unawareness of threat, unawareness of policy,
and criminal’s technical sophistication have been
utilized by criminals to take advantage. They not
only use fake email messages and web sites to
lure wusers into divulging their personal
information, but also increasingly use malicious
codes that specifically target user account
information. Furthermore, phishers today have a
large tackle box of tools available to them[3].
Some phishing attacks usually use compound
tricks and the unawareness of the attack that
become more and more difficult for users [6].

In general, anti-phishing strategies can be
categorized into silently eliminating the threat,
warning users about the threat and training users
not to fall for attacks. In response to these threats,
anti-phishing researchers have developed various
solutions [8-9] for the anti-phishing. In order to
find out a suspicious webpage, researchers must
first identify the legitimate webpage under
attack — that is, the phishing target[4].
Unfortunately, this requirement isn’t always easy
to satisfy for general scenarios. Some different
approaches [5, 10-13] on the feature extraction
had been proposed for the phishing webpage
detection. Moreover, the DNS based[14], the
collaborative database[15], the  decisive
heuristics[16], and the genetic algorithm based[17]
approaches had also been proposed for the anti-
phishing. Otherwise, Hossam[18] proposed a



hybrid anti-phishing tool. Thiyagarajan[19] and
Antonio[20] used the anti-phishing approaches on
the e-banking services.

However, phishing attacks have become
increasingly scale and industrialized trends.
Existing phishing detection tool still suffer false
alarms and false negatives. Thus, responding to
the changing phishing attack knowledge is very
important.

In this study, we focus on the study of phishing
detection model that can be used to detect
phishing pages. We intend to proceed from the
point of view of the phishing attacks to study the
patterns of the behavior of the attacker to make
the phishing detection and large-scale fishing
warning can be achieved when the frame-based
anti-phishing model is established related to the
targeted web site. The contribution of this study
firstly is to make the control flow and phishing
pattern separately in the intelligent anti-phishing
system to achieve the toleration of the possible
phishing pattern in the future. The system using
the proposed phishing ontology can generalize
the phishing behaviour for the extraction of the
phishing knowledge. Secondly, the proposed
frame-based anti-phishing model can concentrate
on the phishing scenario and phishing knowledge
for the targeted webpage with the sensitive
information to increase the efficiency of the anti-
phishing detection. Therefore, the inheritance and
instantiation properties of the frame model allow
us to be able to easily extend or update the
phishing prevention scenarios to increase the
detection of the phishing attack.

In the following section, we will introduce the
phishing ontology and the frame-based anti-
phishing model in Sections 2 and 3, respectively.
The experiment will be shown in the Section 4.
The conclusion is described in the last section.

2. PHISHING ONTOLOGY

An ontology that used in research on Artificial
Intelligence and Knowledge Representation is
defined as an explicit specification of a
conceptualization by Tom Gruber [22]. For
knowledge-based systems, what ‘“exists” is
exactly that which can be represented. When the
knowledge of a domain is represented in a
declarative formalism, the set of objects that can
be represented is called the universe of discourse.
This set of objects, and the describable
relationships among them, are reflected in the
representational  vocabulary with which a
knowledge-based program represents knowledge.

Thus, we can describe the ontology of a program
by defining a set of representational terms. In
such an ontology, definitions associate the names
of entities in the universe of discourse (e.g.,
classes, relations, functions, or other objects) with
human-readable text describing what the names
are meant to denote, and formal axioms that
constrain the interpretation and well-formed use
of these terms.

According to Guarino’s categorization[23], the
conception of the ontology can be categorized as
three parts, such as Terminological ontologies,
Information ontologies, and knowledge modeling
ontologies. Besides, the ontology defined in the
system can be composed of the three concepts of
entities, attributes, and associated relations.

Because the Phishing knowledge need to be
increased according to the practical environment,
hence, how to systematically categorize the anti-
phishing knowledge is an important issue. In this
study, the Bloom’s taxonomy of cognitive
domain was used to classify anti-phishing
knowledge into different levels of learning skills.
Figure 1 shows the proposed phishing ontology.
The Bloom’s taxonomy of cognitive domain is
used to define different level of anti-phishing
learning concepts. Concepts in higher levels, such
as analysis and application levels, are more
general and can be used as principles of network
literacy. Concepts in lower levels, such as
comprehension and knowledge levels, are more
specific anti-phishing patterns for memorizing.
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Figure 1. Phishing Ontology leveled by
Bloom’s Taxonomy

Based on the phishing ontology, various anti-
phishing cases can be categorized and labeled by
specific anti-phishing strategy concept. Thus, the



corresponding  interactions  and
knowledge can be proposed.

In this study, the proposed ontology of the
phishing knowledge includes a set of attributes
related to the web frame and the relationships
among those frames described in the following

section.

phishing

3. FRAME-BASED ANTI-PHISHING
MODELING

We observe that the phishing page can be
composed of two components, such as the
phishing knowledge and the page scenario.
Phishing knowledge stands for the attack
technique which is used to spoof users. Page
scenario is where the attacks take place. Different
composition phishing knowledge and page
scenario will lead to different phishing cases. For
example, a spoofed yahoo page with the phishing
URL  “http://www.yahOO.com.tw” is  the
composition of the portal page of yahoo, and
phishing attack trick of replacing alphabet “O”
with zero “0”.

In this paper, the frame on Phishing attack
knowledge and Phishing scenario can be simply
described by stereotyped attributes. We represent
Phishing attack scenario and Phishing attack
knowledge as scenario frame (SF) and knowledge
frame (KF) by analysing the common Phishing
attack cases related to the proposed phishing
ontology in the previous section. Besides, the
inheritance and instantiation properties of our
proposed frame-based knowledge representation
can further extend the original pages to either
new attack or new scenario. Thus, a large amount
of new scenario pages can be generated. The
detail is described in the following section.

Our frame-based approach contains two main
parts, Phishing attack scenario frame (SF) is used
to represent Phishing attack scenarios and
Phishing attack knowledge frame (KF) is used to
manage Phishing attack techniques. The detail is
described in the following.

3.1. Phishing attack scenario frame (SF)

A Phishing attack scenario frame (SF) is
created by the common Phishing case with
multiple scenes. In Fig.2, the scenario consists of
three scenario pages, PO1, P02, and PO3. Attacker
defrauds victim with malicious e-mail and
interesting topic in PO1. Then, users login the
web site with obfuscated URL by username and
password in PO2. Finally, hacker acquires

information of username and password and then
redirect user to real web site in PO3. Once, users
carelessly check visiting page legitimate or the
target of desiring hyperlink, their sensitive private
information will suffer from great dangerous of
leaking. The attack is called “URL obfuscation”.
The objects representing the items in scenario
page are also defined in scenario frame. In this
study, we transform the mail, web action form,
and URL address as objects, M1, F1, and Ul,
respectively, to represent frames.
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Figure 2. Frame-based Anti-Phishing Scenario

3.2. Phishing attack knowledge frame (KF)

In our frame-based approach, we acquire
Anti-Phishing attack knowledge from domain
experts to construct the knowledge frame (KF)
from the ontology. Below is an example of
Phishing attack knowledge frame (KF). The
attack knowledge can be represented as frame
with six stereotype attributes of Phishing attack
knowledge frame. “Security Issue” is the title of
attack. “Security Issue No” is the knowledge
number. “Media” means the container of
Phishing attack, such as email, web, and mobile.
“Suit To” represents scenario pages that are
associated to attack knowledge. “Issue
Description” describes the attack with a short
description. “Action Script” is script language
used for object operation. We can use action
script to manipulate the object value in scenario
pages. Fig.3 shows the slot attributes of attack
knowledge frame describing the case of “URL
obfuscation”. This Phishing attack replaces the
similar letter in page content appearance and
similar URL appearance to cheat users. For
example, in knowledge K026 and K027, the letter
“O” can be replaced by the Arabic numberal “0”



and the letter “I” can be replaced by the Arabic
numberal “1”.
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Figure 3. Examples of Phishing attack knowledge
frame. (a) the letter “O” replaced by the Arabic
numberal “0”. (b) the letter “I” replaced by the
Arabic numberal “1”.

3.3. Phishing scenario extensions with
knowledge frame

Based upon the features of frame-based
approach, the new anti-phishing attack
knowledge can be produced easily with frame
format. The frame-based format makes the
knowledge extension easily. There are two
extension methods. First, we can extend the
malicious anti-phishing attack scenario content
by combining the scenario frame (SF) and
knowledge frame (KF). According to action
script in KF, we can modify the URL by replace
similar letter in URL address. A new scenario

content can be generated with a malicious
Fl.action URL “http://www.yah00.com.tw”. This
is a “URL obfuscation” attack. For a given
phishing attack knowledge, we can apply it on all
the scenario pages satisfying the precondition of
phishing attack knowledge. This instantiation
property provides us another way to keep the
extensibility of contents from the inheritance
property.

Second, we can enhance the current
knowledge base by integrating the new attack
knowledge. For example, two Phishing attack
knowledge frames (KFs) can be integrated into a
new Phishing attack knowledge frame (KF). It
can be considered as a new Phishing attack
knowledge using two Phishing attack techniques.

4. EXPERIMENT

We use the frame-based approach to build up
the anti-phishing model where the frame is used
to model the phishing attack scenario and
knowledge. Therefore, the inheritance and
instantiation properties of the frame model allow
us to be able to easily extend or update the
phishing prevention scenarios to increase the
efficiency of the phishing detection.

The proposed model has been applied in the
Phishing attack case that contains three pages,
P01, P02, and P03, as shown in Fig.4.
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Figure 4. The Decomposition of a phishing attack
case

We find out that the Fl.action in scenario
frame contains URL http://www.yahoo.com.tw,
as shown in Fig. 5.
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In order to represent the characteristics of the
objects embedded in scenario page, each type of
object has its own specific attributes. As shown in
Fig.6, the object F1 represents the web action
form with the frame attributes including type, link
type, action, method, and location. In Fig.7, the
example object S1 represents the SMS of mobile
device with attributes of object S1 including type,
from number, to number, date, message, and
location.
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Figure 7. An example of the “SMS” message
object in mobile phone

We integrate different attack knowledge to
generate new attack knowledge. It can be
considered as the new Phishing attack knowledge
implemented by these two Phishing attack
techniques.

In Fig.6, for example, “Similar character attack
on hyperlink: O and 0” is to create spoofed URL
by replace “O” in URL by “0”; and “Graph
substitution attack” is to maintain the same link
appearance by embedding graph file and the
corresponding underlying link target leads to
different URL of Phishing scenario. These two
Phishing attack techniques can be combined into
“Graph substitution attack with similar character
attack on link target: O and 0”. It is the
knowledge fusion rule.

5. CONCLUSIONS

In this study, we use the frame-based approach
to build up the anti-phishing attack model where
the frame is used to model the phishing attack
scenario and knowledge with the proposed
phishing ontology. We make the control flow and
phishing pattern separately in the intelligent anti-
phishing system to achieve the toleration of the
possible phishing pattern in the future. The
system using the proposed phishing ontology can
generalize the phishing behaviour for the
extraction of the phishing knowledge. Besides,
the proposed frame-based anti-phishing model
can concentrate on the phishing scenario and
phishing knowledge for the targeted webpage
with the sensitive information to increase the
efficiency of the anti-phishing detection. Finally,
the frame-based anti-phishing model has been
successfully built to show the feasibility of the
detection of the phishing attack behavior.
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