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Abstract
Traditional servers are defined lots services

in a machine, this way not only make the
machine work too complicated, but have
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restrictions on the hardware. The complicated
compute services are separate into single service,
and combine the service through internet be a
large platform to provide IT services, cause
cloud computing is use "virtual" resources, not
only increase the computational efficiency, but
also reduce host's load, and can also provide
most fast service to users.

Because internet information technology is
increasingly

important, the importance of

information security have increased, and
Capture the flag(CTF) contest at domestic and
overseas is more popular information security
contest, many universities and security team are
through the contest to increase information
security-related practical experience.

For these, in this study, we are use of open
OpenStack,

designing online information security offensive

source laaS cloud platform -
and defensive practice platform, introduced with
the desired form of CTF technology and related
technology, then we use more vulnerable to the
threat of attack as contest topic. The platform
also uses a simple topic as the contest topic for
general user to join, and through CTF to learn
information security-related knowledge, boy
only can avoid breaking the law when the real

attack, but to achieve the purpose of learning.
Keywords: Cloud Computing ~ OpenStack -
Capture The Flag(CTF) ~ Virtual Resource ~
Information Security.


mailto:louis70109@gmail.com
mailto:clc@cyut.edu.tw

1. %3

Hargr TEE[1] AMABF AR
ERX TR M EERFHpd L2 T
HEMFEFFFERFRDTAS AL
FEOMA A EFR AR ERRRE AR
Fitme g -

At bR rEF
AREETRF NI HE S T HEA L
PR R R R T 1 miRisE B R
ﬁ’ﬁﬂﬁ@'ﬁﬁ*wwﬁé%’7gi
A2 P Aok o 30§ S ) 1‘3‘37\’3‘“*%?

ﬁﬂl‘@ﬁ)ﬂiﬁﬁﬁﬁ%* kR
?’%&ﬁémﬁamwwkwmmg&ﬁﬁ’

MELTET AL ELR
2 ARBRHBE

21 FRER

RET G T B AR T enCentOS[4] i
=2 % OpenStack[3] 2 =4 - ¥ % & Ruby on
Rails #7332 &t + F % % L > (Capture the flag,
CTF) -

OpenStack & - B p d &t 48 {o & 2 R 45
FB I8 P 47 g A AR 25 T pRFx(Infrastructure as
Pt T E
4 i€ (Neutron) ~ &% 73 JR 7% (Swift)
e ik % % (Horizon) PR 4% k 3738 £ =h PR A2 T
oo T2 A BT R A KE Y R
PR A AR

FRBT kB LK g R %
o HRINRAEE T A 93F ¢

#5 ¥ OpenStack

LL”T‘_T-

a Service) > * 3 Apache ¥+

5 (Nova) ~

(1). Nova : iZ% A % 4 B & 8 JRi% > P eh
ERRELE SR EL -3
LIRIAETHEL 5 L
RS T TR

(2). Swift : VB A F R EEET 4
Bk H BRIl R A 4 0 T st

AR

@3).

(4).

().

(6).

.

(8).

9).

Glance: & #% 1% Bt & PR B chph e
FED I R R GEHN .
Horizon : 3% & » Web 4 & frg =iy
SoIT 4R T R SR
ECREE e TR A € R S S
FLEE ATy IR AT ElJ_’rﬁ
TR o d 3 Horizon ¥ 3B o | 5

Application » #1127 %g LS R
SIS A& LY Eas

AFE A .
Cinder : i & & 4% & Block F it i3 B~ >
FOHMEIEEERETRITAR &
FRERADFER Y KL BT B
P& (Snapshot) =4 ic
EF P A BE whpUiie
T BN RG> T Y ik
. gﬁ_%%ﬁ_—a ;o
# o e R E TR I
(Network-Connectivity-as-a-Service) #
oo ERREES LI VHE > S8
APl %k B IR chfe it 28 4 seo i B L4
Bo§ chpe i BT fodas @ IT 4 R
Ve P ia ~#F R IP 2 E A P
# & OpenStack Z =8 PR 7%
¥ Fd & 4% £ 0p OpenStack it
¥’ikﬁﬂwﬁﬁpﬁ%¥*ﬁ’
v 3+ % (Billing ) ~
(Benchmarklng) E@r o, g {:é #
AT (PR ks B
7oA SLAp R Stz ® o
Heat: & & 3% i=— % 2 #i-4% ( Template )
P AFHDER R E D PR W
FO T R K ek P R
4 (lInstance ) ~ %% IP =4 ~ % > ¥
@ ( Security Group ) & §_i¢ * F’ ES
OpenStack & #& % ik > ~ ﬁ*u{;ﬁ. » Heat
REF AV URIT - BRRR
ook PdE 2R TAMATE D

Keystone :

Neutron :

Ceilometer :

MR e

2


https://zh.wikipedia.org/wiki/Apache%E8%A8%B1%E5%8F%AF%E8%AD%89
https://zh.wikipedia.org/wiki/%E8%99%9B%E6%93%AC%E6%A9%9F%E5%99%A8

OpenStack FRi% 5k > @ 7 & — 1 A
R

Ruby on Rails ( #§ # ROR > & Rails)[5] -
H - @@ * Ruby 33 BBk Web g* 1=

U EFH AR MVC RHE 0 5iE
MVC #058 » 24 i e gk see 48 5545
Ry eiel T AL AR EERE £ LT
HEHEET BT E L RSB F -
Heg e o B oAz T L

T = 85 MVC % 7 1 & Rails ®oenk 5

(1).Models : #* £ 7 & * A25% o F L fodk i7 5
el i o & Rails ¢ > Models i &
P Al FRETHRETREA - A S
Hehfm o - BERLREET - B
Model - % crjis * 4255 ¥ 348> €% i
Models # -

(2).Views: % & 1 g * Az i@ ¥ H i oo B
Rails * > Views ﬁ#)fu{”ﬁ S g‘i Ruby
8 (F O Side P BT T ) e HTML
FhE oo Views | FREFHLFTES
Heg HTTP Ffeninty -

(3).Controllers : v &_ Models f= Views z &
ek F A o & Rails # » Controllers §
FARILFH T Bk HTTP 3k &
¥ Models 33 B FAd > AR BTG
Views ¥ &7 &k o

22 gkl

~F 7 %< OpenStack - Documentation
for Juno[6]m,, Sev 2R 2T L I 24T
FEFE S AN B A
DR Aot
- KT A AP E ek R Tk
2N AR
KVM(kernel-based virtual machine)ix = » * &
BB E R * nova B iFAraE 2 ken g
TR L AP R AR -

(Controller, Network, Computel..

mg”ﬂﬁ e o

FTARY T LA P4 - RBE N

DHEFRTRET 2D P LB ER
e 2RI RR Y FH Favik
e SN B d o R U SRR ST

FEREEN FRRF DAL -

™
M

2 N\ %

|

€ 3H o
ke “3:*"

w}} W{}, R
lmk

3. xSk
}ﬁ#ﬁ
AERALA PO S FE A R
FEHACRILATT o (0 A PR
FHMGEm AL B R AT

Administrator

kSR e

OpenStack Server

. >

@ I
g B

-

3
R

- h
User Vlrtual Machlne
Database
W1k “‘7‘? ’f#—/n L 42 IR
HF- L FRET PR EAL T 56 8
é\g%}&%ﬁ&mpﬂﬁlj\/’:ﬁoﬂ | Tz o

# - Controller ¢ i% i i =4 48 / = ¢
(Remote Procedure Call, RPC)[7]48 B % i vt v
Network 2 % Compute Node #2 7 Nova §?
Neutron % 2 = ¥ fie § 3 60 #148 -

P WP AR AR R
REEE L R R

-}4}5‘?‘ cod N E
FRBIRIME Y =
P Erd T o

HFE D R FEERT RRT

B TERY

CRE 2

HHI T R FEHRTIFRES S
i{ELE L
ﬁ%%'ﬁﬂﬁﬁ*@nmmq&%ﬁ%ﬁﬁ
NERTEAARBLE] A8 AT L
F B OpenStack %548 PRA% % % o

# B¢~ Horizon R#-¢ L4 ch&k £ v 5 &

3


https://zh.wikipedia.org/wiki/Ruby
https://zh.wikipedia.org/wiki/%E5%BC%80%E6%BA%90
https://zh.wikipedia.org/wiki/%E5%BC%80%E6%BA%90
https://zh.wikipedia.org/wiki/Web%E5%BA%94%E7%94%A8%E6%A1%86%E6%9E%B6
https://zh.wikipedia.org/wiki/MVC

B RL -

OpenStack § %8 1 #34L4c& 1 #7577 >
] Compute Node 3 & * J #E#% K 28 K PR7% >
) & ARG CPU B < s il
%= B » @ Controller Node ¥ Network Node
B2 AR F RJE 7 Fe ePRGE 0 e gp g3t Compute
Node » #7% & sz fafi v > » CPU £
% 7 ¥ Compute Node — 3% -

# 1 OpenStack 3 #$48.%

Node CPU Core | Memory
Controller Intel E7400 2 4GB
2.80GHz
Network Intel E7400 2 4GB
2.80GHz
Computel  |nte] §7-4790 4 4GB
3.6GHz

*F 3 i * Ruby on Rail(RoR) %k & 2
CTF ezt > & # MVC(modeI—view—controller)
Jokvomodel fF & FALE AL o view | F

o BT et FnfITEL controller A
AT Http Request » 3 & 2 % model
e view @ - a2 o d <?&L¢i&3 i * JF‘,‘ f

BOAM AR BAEY S BRSO EHT
Yo@ 2 1T o
;%IJ%;%%%H:II T’T—
HTTP Request \
Controller )
2EF 4 %
DB =5 Model View
3.

B 2 Rails MVVC % f#.ﬁ]

ftw b5 ROR 3 & BEERRA > AW
73 i g (Dont Repeat Yourself)f-#
] >3k 2 (Convention Over Configuration) )
% — 1 %] ROR £_f& " Ruby e T 7 450 47 1
i Ruby ede {125 0 i 59 b R A2 50 A8 45
FIES 0 % BA ROR §FFHAF < A
KT ARFERY 2 F AR TR
Aod FloiplEd o EREHEA RV AEm
Fpst2id o

32 ke

*F 7 01 CentOS 7 iF ¥ & st
OpenStack Z “* #3441 22 Ruby on Rails 1% ;
VX oRaEal Ay T Bagd

._‘:2-

E K
= B

‘jﬁ

: & * Horizon#t
AR 2

(1). ¢ =4 (manageability )
# & ehDashboard ¥ 12 #
Ji 5 AT B eTPR AR o
(2). 7% > (security) : FECTFRET B
YR BBE s FMER S RLDUZ
JRE AP BE P o

(3).% ¥ * 1+ (high availability) : @ * KVM

#r3% - BB (Snapshot) # > » 4ot — %
TR R EALY kSR o S TR
PR A e
(4). ~ 4z5 ¢ 1= (distributed management )

#-3 4% & w12 Controller ~ Network 12 2
Computeé A5 A4 w2 faest
B ERAF DI o bde D R A feit
%‘ﬁﬁ%;ﬁ¢ﬁ4'3’§R ¥4
é? TR G RS R et
o TRGE S ES ‘;\,u,/gzrhﬁxm o

N sie 30T 2 A MA

1. OpenStack Z & 5 : ¥ &% F (Horizon) + %

SRR B TR L BT RR
g")o
ZCTFﬁﬁ—H_]’_‘;:zFEA\ %\]’E]%}Jz'ﬁ

MR T AL ITRY ,/,,\ﬁ,'w & PRALP EE

B m "‘ian #rﬁfﬂypfg,g'» FI"’I""B B/mﬁi

R o .

4, KBRPR

Y SR S L A OpenStack 2T

CCTRMRY T 2o ™ S A7 RF2 & iT

N m AR AR D K IRL P o
4.1 OpenStack £ T 2



B AR '

A A

> R

r ControllerfENetwork EZ=R 4B =
B iR l
l Controller i & sk Compute 1 #i5TE
B ERAIRIE

ERETFEEV A EEEController?

B 3 OpenStack JFRIZE

B 3 R FERaAR FRE RE > A
s FREYR )i%i#& » Controller Node ¢ & $
PRETTERLSRIBL TR H MR
N E B iE Computel Node - % Computel
F1* KVM P 3Rdp 4 ka2 B K47 & O
B PR LR E v R
el Rl g i2 Network Node & f-
IPoEE Iy L F

% 7 OpenStack i & # % ip3k & 3 BR B

Pl A2 B ,#;sﬁi'ﬂa ik

B— it o A #H A OpenStack + # %

CW*%&“JV FRETUSERT 45

(Horizon) % » OpenStack » i 7 & % » p& 5 31
EWET R 5 o

B 4 5 pRf el P2 Py

. SN ¥ R A N A A

LAl P g B RORILE N IR Ao ] 5

P:‘-i-ﬂ: o

NSV 1

Details * | Access & Security *

Availability Zone
nova
Instance Name *

test

Flavor* @

m1.medium

Instance Count” @

1

Instance Boot Source * @

Boot from snapshot

Instance Snapshot

Select Instance Snapshot
Select Instance Snapshot

cen?

dyw snapshot
nijia_ubuntu
ubuntu

Networking * Post-Creation

Specify the details for launching an instance.

Flavor Details
Name
VCPUs
Root Disk
Ephemeral Disk
Total Disk

RAM

Project Limits

Number of Instances

Number of VCPUs

The chart below shows the resources used by this
project i relation to the project’s quotas

Advanced Options

mi.medium
2

Fiiet:}
0GB
40068

4,09 MB
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Manage Floating [P Associations

[P Address *

P Address
Select the IP address you wish to associate with the
Select an IP address v| +  Selectedinstance
Port o be associated *
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CTF Server 192.168.1.25
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Rails.application.routes.draw do
devise for:users
root ‘welcome#index’
match "/topic/index” => "topic#index”, :via => [:get, :post]
get "rank" => "rankd#index"
get 'testflag/flag3’
get 'welcome/download'
end
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devise_for & 4 ] # % F|3rp 2 % » s root
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def chk_Flag
@notice ="
flag = params[:flag] #
task = params[:task] # task

it Task.find{current_user.id)read_attribute for serialization(task)
@notice =" Already”

elsif flag_list[task] ==flag
@notice = "Success”

#Topic UPdate

t = Task.find{current_user.id)
condition = {task =» 1}
t.update{condition)

#acore to user
sum = t.point + correct_point[task]
score = {"point" == sum}
taupdate(score)
redirect_to :back

else
@notice = "Fail"

end

end
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