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Abstract

For the requirements of real-time big data
computation and analysis, this study proposes a
real-time streaming log data analysis system and
method. The system includes mobile devices,
online servers, online database servers, log data
processing device, distributed database devices,
administrator device, log data analysis device,
data mining module device, distributed
computation devices, cache devices, and
combination node. The method includes (1)
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recording online data, (2) data encryption, (3)
storing data into distributed database devices, (4)
selecting a data mining module, (5) assigning
jobs to distributed computation devices and
performing homomorphic encryption, (6) storing
temporal results into cache devices, (7) returning
and decryption, and (8) alerting and notification.
This system and method can record log data
immediately and provide streaming computing
based on cache mechanisms. Then homomorphic
encryption methods and data mining methods are
integrated to support ciphertext analyses.

Keywords: Stream computing, homomorphic
encryption, linear regression, log data, Splunk.
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