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Abstract

Except the daily communication function,
mobile devices provide variety of functions.
Therefore, they contain more sensitive
information. In this paper, security controls are
categorized and  security  settings  are
recommended for Android phones. This provides
users to confirm the relevant security settings
when using Android phones. Information security
awareness can be assured, and information

security events will be reduced.
Keywords: mobile device, Android,

awareness

security

B 54 IE:E lé * ’T’”mmﬁia
Rl-% FE#XEF L7 R" 2855 By
G EAHaRELS AR H T AR
ot fE R e Y K i e LR L
ATl R I LRI T KE
FpE o« o el Bhaw o

AR AL AT L3 & L Apple
iOS %2 Google Android > 4p #& 22 Apple iOS 3 B
e 5 5 Android & BN 4 j£.2009 &
Bt Fd LR od b EAFRESL > 3
2013 & it TH S HR ] ALE T0%:0( B
B IT¥E kAL Androide FypARE LD B
3 76.8% A &L PR hr oo His
%5 % Android =4 (72.5% )~ £ T %

e- rnall :
changhsuan@gmail.com

(50.2% )~ T 4 T *% (32.3% )~ iPhone ( 15.4% )
M E Mac 7 %%(3.1%)[2]° @ * 2 Android 4.4
5 Kitkat 2% A5 6% (39.196) B [4] -

Fioyo 3 0z

Gngerbiead 10 3w

Sandwich

Jelly Bean 16 9.0

KitKat 19 361

Lallicop 7 16.9

Marshmallow 23

B 1 Android &4 % ik 4 fe
4 Kik e Andr01d Platform Versions [4]

FE IR A mi%,ﬁr‘sb,ﬁié,ﬁ%;uib"‘f?
TR Bz B email b > FHFEPIT
-#_ 4T ‘;’.ib&}"ﬁ_% ,gg_)\m/@qr ,ﬁrbj i
PR AR o & ZHRIETF A GPRIE 0 4E
N P
PEFERRMOLFIRGE S VR H {2
BWEAHEE RN 3P B2 ‘e"**ﬁﬁﬂrﬂ?
’rﬁ??%)’ﬁiz& REWLL ARG ER DT

KER]-Fli e a2 ird XY 7 gt
7oA N}Xﬁy 7o léqf—*”f T AR T HavE
FRAL o s Bt ip i AT i;ﬂ’”‘ﬂ"i@é
BHERHEAGIR R[]0 F FHEL
AR FAFAHEEIS o LA E Y o
FHREFEIHY SRy - GEFTAFG T
L R e g Tk

FrenF L E o

EEF PR e TR DG D
ME L B S L o 2010 £ FRY- &
Android ehE R AL N B AL[5] 0 (TR EE 9t 2 B
T E 2P AR AL P EAR - BAsG 3754
PR ) R RN
Android ¥ & %% 2. E Gt o Ao
AN AT et TR - 0 4 2 REE
BRI RFREIRFELE TROZ 2



i&“‘ﬁ”’f%?"ﬁ%
Jo- A FEH
}jfi;'iﬁ:_moﬁ%&rl
Android & f&# it ;%3‘1‘% VE FoR A
oo V- IMoRF EEEHE i‘}“f‘f’f"f"#'#ﬁ*@?
K MFAL2FE g p T h g o B
ri:é‘;éil‘ﬁJr R EHFTNE 2RI
ﬁi@bF*ﬁf@%ﬁﬁ*’ﬂﬁﬁﬁﬁﬁéﬁ
FRE 2F LD e R R[]

LZPiBﬁv
aampzﬂ P AR EAHIBET
X 2SS App ik 2 BFI KRBT L R
CEE LR FHE 2T
&?W%yﬁ%#ﬁ%*ﬁ%i%JL
% &4im{@«@fpfa@gax
A F0 MOWFﬁ*FP“%
oo - ARRH FET T A A M AT LR
F R e

PR

iJ

ety \rmL

2.4B M 2RI T
2.1 Android {78 it ¥ % 3t

Android ¥ - # ™ Linux 2 R # S <k
WS TR AR FE KA A& *“5‘&“% 3+
W TIRETNEFHEE DITE K d
Google = = 7 Open Handset Alliance (OHA -
Moas AR HE) BAFERRES -

Android © % &% & 7% * 5 Android 6.0
(Marshmallow) - e A E %8 5 L5 &3
im4i 44 % 36.1% > == ® e 5 Android 5.0

(Lollipop) [16]

Androd varson

apan

Glotal Andioid version distribulion since December 200€. As of January 2016, Andicid 4.4 =
“Kitiat” is the single mostwidely used Android version, operating on 36.1% of all Androic devices
accessing Google Play, The second are diferent Android "Lollipop™versions (5.0-6.1.1), with a
combined snare of325% 1]
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How App Submission Works

i0s Android
Developer chooses
A Developer gets an -
Apple ID, a distribution @ between the free or paid
certificate, and a 1 model then gets a
provisioning profile ['EY) checkoutaccount if he
chooses the latter

Developer directly
releases the app
to users

Developer archives, =)
validates, and submits 2 .
an app

Apple reviews the app;
developer awaits
approval through
iTunes Connect

Google removes
noncompliant apps
from its store

Developer directly
releases the app
to users
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