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Abstract 
The telecare medical information system (TMIS) 
is one of the major techniques used to guarantee 
the authorized access to the electronic health 
record. Patients and doctors could remote login 
the system to query corresponding records. Also, 
instinct hospitals could share essential 
information immediately once a consultation is 
required. In this article, we have adopted the 
visual secret sharing (VSS) technique to develop 
an efficient TMIS with privacy-preserving 
property. Specifically, an OTP is stacked out at 
the smartphone monitor to enhance the 
communication security. 
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ᘈ time3Ǵ٩ׇीᆉр PWDnew= 
h(ID||PWnew), P1=h(IDR)♁c1♁time3,  
P2=h(c1)♁PWDnewǴനࡕஒ׳ཥஏዸፎ

؃ time3, IDLR, P1ᆶ P2໺Կ՛ܺᏔᆄǶ 
؁ᡯ 3.྽՛ܺᏔᆄԏ٬ډҔ׳ޑޣඤஏዸፎ

Ǵ೸ၸਔᘈࡕ৲؃ૻ time3ղۓਔਏǴ

ऩૻ৲಄ӝԖਏਔ໔ϣω຾ՉΠ΋؁

ೀ౛Ƕ՛ܺᏔаୖኧ IDLRբࣁ઩ЇǴ

வၗ਑৤ύڗள٬Ҕޣၗ਑Ǵஒ PWDs

ᆶV׳ཥࣁPWDs_new=s♁h(IDR||PWD), 
Vnew= h(s||IDR||PWDs_new)Ƕ 

؁ᡯ 4.٬Ҕޣஒး࿼ϣୖޑኧ׳ཥǺM1 

=PWDnew♁a1, M2 =a1♁IDLR♁

h(PWDnew), M3= a1♁IDR。 

 
 
 
 
 
 
 
 
 
 

 
 

კ 3-3 ஏዸ׳ඤࢬำ 
 

3.4 VSS  ำࢬҥࡌำࢬҥࡌำࢬҥࡌำࢬҥࡌ
 

ҁЎ܌೛ीࢎᄬࢂ௦ҔႽનόᘉ஭ޑӭ

ઝஏϐຎ᝺ઝஏϩ٦ǴࣁΑᡣ٬Ҕޣ৒ܰ௽ᙯ

р҅ዴࡋفǴҁЎ܌೛ीޑቹႽ҅ࣁރ׎Ϥف

ࢎ৒ܰ᛽ձஏዸǴҁޣΑᡣ٬ҔࣁǶԜѦǴ׎

ᄬ܌೛ीޑຎ᝺ઝஏϩࢂ٦೸ၸறՅٰᡉҢ

ஏዸǴόӕ܌ࡋف᠄ӝрޑஏዸᚑՅΨ཮ό࣬

ӕǴҁጇࢎᄬஒ΋ԛ܄ஏዸܨϩԋΟಔηஏዸǴ

ϩձаआՅ(R),ᆘՅ(G),ᙔՅ(B)ᡉҢǶ 

 

3.4.1 ୷ۭკࡌҥࢬำ୷ۭკࡌҥࢬำ୷ۭკࡌҥࢬำ୷ۭკࡌҥࢬำ 

 

؁ᡯ ҥ΋஭ࡌ.1 ޜۓқቹႽǴᒧޜޑ512*512

қቹႽޑύЈբ҅ࣁϤ׎فύЈǴ೸

ၸ sin, cosٰ ؃ளϤ׎فϤঁഗᗺޑ x, 
y ০኱ǴϦԄӵΠǺ 



�: �ъ৩�� ∗ ��	 
��
 � � �ύЈ০኱�ॶ�    

Y: (ъ৩ r)* 		�� 
��
 � � �ύЈ০኱�ॶ� 
؁ᡯ 2.ஒϤঁഗᗺ࣬ϕೱጕёளډ΋҅Ϥف

ϐѦਣǴӵკ׎ 3-4 ҢǴௗ๱Ǵճ܌

Ҕᒿᐒᆛ਱ౢғறՅႽનॶǴֹԋ୷

ۭკࡌޑ࿼Ǵӵკ  ҢǶ܌3-5

  
კ 3-4Ϥ׎فѦਣ კ 3-5 ໶ኧறՅϤف

 ׎

 

3.4.2 ϩ٦კࡌҥࢬำϩ٦კࡌҥࢬำϩ٦კࡌҥࢬำϩ٦კࡌҥࢬำ 
 

؁ᡯ 1.՛ܺᏔа໶ኧౢғ΋ಔ OTP٠ϩԋΟ   
ಔλஏዸǴᛤᇙԋΟ஭ઝஏቹႽǴଷ

೛΋ಔ OTPࣁ 0487888ǴှܨԿΟ஭

ઝஏቹႽӵკ  ҢǶ܌3-8~3-6

؁ᡯ 2.ϩձ،ۓΟಔઝஏޑᡉҢᚑՅϷࡋفǴ

ࣁࡋفआǵᆘǵᙔǴࣁύᚑՅϩձځ

0 噵~300噵໔ 60噵ޑҺཀ७ኧǶ 

؁ᡯ 3.ਥᏵ୷ۭკکઝஏკᙒΕಃ΋ቫઝஏǴ

٩ׇղ؂ঁۓႽનॶǴऩஏዸࣁқՅ

(255)Ǵ߾ϩ٦კ໶ኧ๏ϒႽનॶǴϸ

ϐऩஏዸࣁ໵Յ(0)Ǵڗள୷ۭკჹᔈ

Տ࿼ޑ RbॶǴ೛ۓϩ٦კޑ Rࣁ 255
ʃRbǴख़ᙟԜࢬԋޔԿಃ΋஭ઝஏቹ

ៜೀ౛ֹ౥Ƕ 

؁ᡯ4.ஒ୷ۭკ(კ3-9)໩ਔ௽ᙯԿᒧࡋفۓǴ

ճҔಃΒ೽ҽઝஏკ(კ 3-7)ख़ፄ؁ᡯ

3Ǵόӕϐೀࣁೀ౛ᓎၰࣁ RGB ύϐ

GǶϐࡕǴӆஒ୷ۭკ໩ਔ௽ᙯԿќ΋

Ǵख़ፄ؁ᡯ3аೀ౛RGBύϐBǶࡋف
ֹԋࡕջளډϩ٦კǴӵკ 3-10Ƕ 

؁ᡯ 5.٬Ҕޣԏډϩ٦კаϷ᠄ӝޑࡋف      
ၗૻࡕǴࡋفྣࡪ᠄ӝё٩ׇளډ      
ჹᔈஏዸǴӵკ  ҢǶ܌3-13~3-11

  

   
კ 3-6 ಃ΋ቫஏዸ კ 3-7ಃΒቫஏዸ კ 3-8ಃΟቫஏዸ 

   

კ 3-9 ୷ۭკ კ 3-10 ϩ٦კ 
კ 3-11ಃ΋ቫஏዸ᠄ӝ

่݀ 



  
კ 3-12ಃΒቫஏዸ᠄ӝ่

݀ 
კ 3-13ಃΟቫஏዸ᠄ӝ่

݀ 

 

4.Ӽӄϩ݋Ӽӄϩ݋Ӽӄϩ݋Ӽӄϩ݋ 
 

ӧԜക࿯ύǴஒගр΋٤தװޑـᔐኳ

ԄǴ٠௖૸ԜጇࢎᄬӵՖܢᑇаၲ܌ډሡޑӼ

ӄ܄Ƕ 
 
4.1 ٬Ҕޣ୓Ӝ܄ᆶόёଓᙫ٬Ҕޣ୓Ӝ܄ᆶόёଓᙫ٬Ҕޣ୓Ӝ܄ᆶόёଓᙫ٬Ҕޣ୓Ӝ܄ᆶόёଓᙫ 
 

୓Ӝ੝܄ӧܭคݤᡣಃΟޣҗᡍ᛾ၸำ

Ƕӧᡍدᗦޑޣም٬Ҕߥ஦ဦǴޣ٬Ҕ᐀ޕٰ

᛾ၸำύǴ٬Ҕޑޣख़ाيϩ IDRς೸ၸ՛ܺ

Ꮤدޑஏߎᢄ sуஏࣁ IDLRǴӧϐޑࡕᡍ᛾ୖ

ኧύǴऩװᔐޣགྷᕇள IDRሡઇှ hashϷ౒

рځύޑᒿᐒ໶ኧǶӢԜǴװᔐޣคݤ೸ၸᝏ

ᄒᡍ᛾ୖኧٰᕇள٬Ҕ࣬ޣᜢၗૻǶ 
 
4.2 Βԛᡍ᛾Βԛᡍ᛾Βԛᡍ᛾Βԛᡍ᛾ 
 
 ᙖҗຎ᝺ઝஏϩ٦౛ۺǴᡣ٬Ҕޣ೸ၸ

OTP ֹٰԋک՛ܺᏔΒԛᡍ᛾Ƕ٬Ҕޣёૈ

Ӣ ID ᆶ PWၸܭᙁൂԶᎁװᔐޣ౒рǴ຾Զ

ү٬ߵҔ٬ޣҔܺ Ƕ୍ӧҁጇࢎᄬ΢ךॺуΕ

ຎ᝺ઝஏϩ٦Ǵ୤Ԗ҅ዴޑ୷ۭკᆶ҅ዴࡋف

ωёှஏԋфǴ΋૓௃ნΠǴװᔐޣคݤᇸܰ

܄ᇸܰ౒ෳр΋ԛݤ୷ۭკǴคޑޣள٬Ҕڗ

ஏዸǶ 

 

4.3 ख़ଌװᔐख़ଌװᔐख़ଌװᔐख़ଌװᔐ 
 

ख़ଌװᔐЋװࢂݤᔐޣᙖҗख़ཥวଌ٬

Ҕޑޣᡍ᛾ፎ؃๏՛ܺᏔǴаԜٰଷߵӝ٬ݤ

Ҕڗޣளၗ਑Ǵӧҁጇࢎᄬ΢ךॺ٬Ҕਔᘈᡍ

᛾ፎޑ؃ਔਏٰ܄Ⴃٛख़ଌװᔐǶ՛ܺᏔԏډ

ᡍ᛾ፎࡕ؃Ǵ೸ၸਔᘈٰ᠘ޑ৲ૻۓਔਏ܄Ƕ

ଷ೛װᔐޣᝏᄒૻ৲(time1, IDLR, A1, A2)٠ஒ

ਔᘈ׳ඤԿനཥਔᘈ time1'Ǵ٠ஒཥޑፎ؃

(time1', IDLR, A1, A2)วԿ՛ܺᏔᆄǴ՛ܺᏔᆄ

ᗨฅ཮ղૻۓ৲಄ӝԖਏਔਏǴՠӧᡍ᛾ၸำ

ύ཮ว౜ A1=h(IDR)ʃc1ʃtime1 ᆶਔᘈ time1'
ό಄ӝǴ՛ܺᏔᆄஒό଺ޑុࡕᡍ᛾Ƕ 

 

4.4 ᠷڗး࿼װᔐᠷڗး࿼װᔐᠷڗး࿼װᔐᠷڗး࿼װᔐ 
 

ளϣڗး࿼ٰޑޣ٬Ҕڗᙖҗᠷޣᔐװ

೽ୖኧǴଷߵӝ٬ݤҔޣ຾ՉฦΕࢂ܈җϣ೽

ୖኧٰڗள٬Ҕޑޣ ID, PWǶӧԜጇࢎᄬύ

٬Ҕޣး࿼ᓯӸୖޑኧϩձࣁ M1 = PWDʃa1, 
M2 = a1ʃIDLRʃh(PWD), M3 = a1ʃIDRǴ֡ค

ޑޣள٬Ҕڗၮᆉݤ ID, PWǴԜѦǴ؂྽٬

Ҕֹޣԋ΋ԛᡍ᛾ M1, M2, M3೿཮຾Չ׳ཥ

Կཥୖޑኧ M1', M2', M3'ǴӵԜ΋ٰǴᠷڗ ID
ک PW཮ᡂள׳у֚ᜤǶ 

 

4.5 ύ໔Γװᔐύ໔Γװᔐύ໔Γװᔐύ໔Γװᔐ 

 
՛ܺᏔϐ໔Ǵᝏᄒૻکޣ٬Ҕܭޣᔐװ

ᐒஏၗ਑Ƕՠӧҁޣள٬Ҕڗٰ৲ૻှܨ܈৲

ጇࢎᄬୖޑኧǴࢂ೸ၸჹᆀԄуஏаϷ hash
ៈၗߥኧٰڄ ǴૻװࡺᔐޣऩؒԖߎᢄ s٬܈

Ҕޑޣ ID, PW߾คڗݤளᐒஏၗ਑Ƕ࣬ ჹӦǴ

ऩװᔐޣऩགྷଵ೷ฦΕૻ৲ǴӧؒԖᕇளߎᢄ

sచҹΠǴװᔐޣคࡌݤҥр಄ӝೕ਱ޑฦΕ

ፎ؃ૻ৲Ƕ 

 

4.7 ᚆጕஏዸ౒ෳᚆጕஏዸ౒ෳᚆጕஏዸ౒ෳᚆጕஏዸ౒ෳ 
 

ኧаϷᝏᄒᡍ᛾ୖޑး࿼ύڗୂޣᔐװ

ፎ؃Ǵ౒ෳ٬Ҕޑޣ ID, PWǶܭԜጇࢎᄬύǴ

٬Ҕޣး࿼ᓯӸୖޑኧࣁ M1 = PWDʃa1,  
M2=a1ʃIDLRʃh(PWD), M3=a1ʃIDRǴװᔐޣ 



    
(a) ಃ΋ቫஏዸ (b) ಃΒቫஏዸ (c) ಃΟቫஏዸ (d) ୷ۭკ 

    
(e) ϩ٦კ (f) ᠄ӝ่݀(60 ﾟ) (g) ᠄ӝ่݀(180ﾟ) (h)᠄ӝ่݀(300ﾟ) 

 
კ 5-1 VSS(ᒿᐒౢғஏዸ)ჴᡍ่݀ 

 

 
კ 5-2 VSS(Ծۓကౢғஏዸ)ჴᡍ่݀ 

 
 

ऩགྷᙖҗ౒ෳٰڗள҅ዴޑ ID ᆶ PWǴሡᚐ

Ѧ౒ෳр҅ዴ a1Ƕऩװᔐޣ჋၂வᡍ᛾ፎ؃

ୖኧA1=h(IDR)ʃc1ʃtime1, A2=h(c1)ʃPWDύ

ᕇڗၗૻǴа A2ૻ৲ԶقǴװᔐޣሡᚐѦ౒

ෳр҅ዴ c1, ID, PWǴӢԜװᔐޣคݤаᚆጕ

БԄ౒ෳр٬Ҕޑޣ ID, PWǶ 

 

� 5.ჴᡍኧᏵᆶਏૈϩ݋ჴᡍኧᏵᆶਏૈϩ݋ჴᡍኧᏵᆶਏૈϩ݋ჴᡍኧᏵᆶਏૈϩ݋ 
 

Ԝക࿯৖Ңҁጇࢎᄬޑ᏾ᡏᡍ᛾ၸำޑ

ၮᆉਔ໔޸຤аϷຎ᝺ஏዸკޑԋ݀კǶ 
 
5.1 ਏૈϩ݋ਏૈϩ݋ਏૈϩ݋ਏૈϩ݋ 
 

ҁጇࢎᄬϩԋຏн໘ࢤǵ࣬ϕᡍ᛾໘ࢤ

Ϸஏዸ׳ඤ໘ࢤǴ߄ 5-1৖ҢΑӚ໘ࢤၮᆉ޸

຤ਔ໔Ǵځύ Thж߄ၮᆉ΋ԛ hash܌ሡ޸຤

ਔ໔ǵTxж߄ၮᆉ΋ԛ Xor ک຤ਔ໔޸ሡ܌

TEࢂၮᆉ΋ԛჹᆀԄуှஏ܌ሡ޸຤ਔ໔Ƕ 

    
(a) ಃ΋ቫஏዸ (b) ಃΒቫஏዸ (c) ಃΟቫஏዸ (d) ୷ۭკ 

    
(e) ϩ٦კ (f) ᠄ӝ่݀(60 ﾟ) (g) ᠄ӝ่݀(180ﾟ) (h) ᠄ӝ่݀(300ﾟ) 



߄ 5-1 ਏૈϩ݋ 
 ٬Ҕޣ ՛ܺᏔ 

ຏн໘2 ࢤTh+4Tx 3Th+Tx+TE 
࣬ϕᡍ᛾

໘ࢤ 
8Th+15Tx 9Th+8Tx+TE 

ஏዸ׳ඤ

໘ࢤ 
6Th+11Tx 2Th+3Tx+TE 

ᕴӅ 16Th+30Tx 14Th+12Tx+3TE 
೸ၸ߄ 5-1ёаว౜᏾ᡏၮᆉӭ٬Ҕ hashڄ
ኧаϷᡄᒠၮᆉ Xor ֹٰԋǴ࣬ၨځдуஏ

ၮᆉਔ໔ၨեǴӢԛҁጇ೛ीࢎޑᄬჹ٬ܭҔ

 ਏૈǶޑၨଯډ՛ܺᏔᆄࣣёၲکޣ
 
5.2 ຎ᝺ஏዸ่݀კຎ᝺ஏዸ่݀კຎ᝺ஏዸ่݀კຎ᝺ஏዸ่݀კ 

аΠஒϟಏຎ᝺ஏዸޑԋ݀კǴკ 5-1
৖Ң໶ኧౢғஏዸޑኳࠠǴֹځ᏾ஏዸࣁ

654S868STǴ؂ቫஏዸ᠐ڗБԄҗ΢ԿΠ໩ਔ

ଞǴკ 5-1.a~5-1.cϩձࣁಃ΋ǵΒǵΟቫஏ

ዸǴკ 5-1.f~5-1.hϩձࣁ୷ۭკ௽ᙯ 60 ﾟ, 120
ﾟک 180ﾟᆶϩ٦კ᠄ӝ่ Ƕ݀კ Ћᛤౢࣁ5-2

ғஏዸޑኳࠠǴკ 5-2.a~5-2.c৖Ңஏዸ

975KE8518SϩԋΟቫηஏዸკǴ٠ϩձа 60
ﾟ, 180ﾟک 300ﾟᙒܭϩ٦ύǴკ 5-2.f~5-2.hࣁ
᠄ӝԋ݀კǶ 
 

6.    ่ፕᆶ҂ٰ৖ఈ่ፕᆶ҂ٰ৖ఈ่ፕᆶ҂ٰ৖ఈ่ፕᆶ҂ٰ৖ఈ 
 

ڐӼӄޑॺගр΋঺ཥךύزҁጇࣴܭ

ܭёᔈҔۓ TMIS ᄬǴ٠ճҔຎ᝺ஏዸٰࢎޑ

ᄬύаࢎᡍ᛾ޑᢄǶӧЬाߎҥྎ೯ࡌٰ hash
ኧаϷڄ XORၮᆉٰၲډӼӄᡍ᛾Ǵό໻෧

ᇸЋᐒᆄၮᆉԋҁǴΨᡣ՛ܺᏔёаॄ಻׳ӭ

٬ҔޣǴ࣬ၨܭၸѐࢎޑᄬǴךॺޑБݤ෧Ͽ

೚ӭᡍ᛾ਔ໔޸຤Ƕ 
ӧ҂ٰࣴزύǴନΑ҅ዴᡍ᛾٬ҔيޣϩǴΨ

යࣰૈ଺ࡕ٣ډଓᙫǴ྽٬ҔޣΠၩႝηੰᐕ

ॺךǴࡕᙴᕍቹႽਔǴऩஒቹႽණኞрѐࢂ܈

 ೀ౛ុࡕߡаޣఈё຾΋؁ଓᙫණኞ׆
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